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Chapter 1. Overview

IBM® Endpoint Manager Patch Management for Solaris provides unified, real-time
visibility and enforcement to deploy and manage patches to all Solaris endpoints
from a single console. It keeps your Solaris clients current with the latest Oracle
updates.

Important: You must have an Oracle Support account to access the patches from
the Oracle Support site at [https:/ /support.oracle.com| Your Oracle account user
name must have a valid support identifier to download patches.

Patch management is available from the following sites:

Patches for Solaris
This site includes legacy Solaris 10 and earlier core OS patch content. It
uses the older traditional single-user mode for applying patches.

Patches for Solaris Maintenance
This site includes legacy Solaris 10 and earlier non-core OS patch content.

Patches for Solaris Live Upgrade
This site includes patch content that uses the Solaris Live Upgrade utility
to install patches to an alternate boot environment rather than the currently
running OS.

Patches for Solaris 11
This site includes Fixlet content for Solaris 11/11, 11.1, and 11.2.

For each new supported update that becomes available, Endpoint Manager releases
a Fixlet® that identifies and updates all the computers in your enterprise that need
it. For information on the supported updates, see [Supported platforms and]
fupdates” on page 2|

With a few keystrokes, the Endpoint Manager console operator can apply the patch
to all the relevant computers and visualize its progress as it deploys throughout
the network. The Endpoint Manager agent checks the operating system version,
processors, and the existing installed packages to determine when and if a patch is
necessary.

Using Fixlets, you can manage large numbers of updates and patches with
comparative ease, enabling automated, highly targeted deployment on any
schedule that you want. Large downloads can be phased to optimize network
bandwidth and the entire deployment process can be monitored, graphed, and
recorded for inventory or audit control.

What's new in this release

This release of IBM Endpoint Manager for Patch Management for Solaris contains
Fixlet content for Solaris 11.2.

Previous updates

You need to subscribe to the Patches for Solaris 11 site to access the following
additions to the product:

» Fixlet content for Solaris 11/11 and Solaris 11.1.
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* Solaris Image Packaging System Repository Management dashboard for
assigning local repositories to Solaris 11 endpoints. For more information, see
“Solaris Image Packaging System Repository Management dashboard overview”]

on page 14.|

The Solaris 11/11 and Solaris 11.1 patch updates are released through the Solaris
Support Repository Update (SRU). These updates contain a number of fixes and
are available from the Oracle Support Repository.

Regularly updating the endpoints in your deployment is crucial to the success of
your organization. Network restrictions often prevent you from getting the latest
set of changes from the Oracle hosted repositories. Maintain your own local
package repositories to try to limit this restriction. By using local repositories, you
can control which updates the endpoints have access to.

You can have multiple local repositories in your environment. For example, you
might have one local repository that is used to mirror the latest SRU changes from
Oracle and another repository that contains only one particular SRU.

For more information about Solaris 11, see the Oracle website at
lhttp:/ /www.oracle.com|

Supported platforms and updates

2

Endpoint Manager supports several Solaris platforms and Oracle updates.

Endpoint Manager supports Oracle updates on the following platforms:

Table 1. Supported platforms and patches for the Patch Management for Solaris

Fixlet Site Name Supported Platform Type of Update

Patches for Solaris * Solaris 9 (SPARC) * Oracle Security Patches
Patches for Solaris Live |+ Solaris 10 (SPARC, x86) ¢ Oracle Recommended Patches
Upgrade * Oracle Recommended Patch

Clusters
* Oracle Critical Patch Updates

Patches for Solaris .

Oracle Non-Security Patches
Maintenance

e Qracle Maintenance Patches

* QOracle Device Drivers

Patches for Solaris 11 | Solaris 11 (SPARC, x86) Oracle Support Repository
Updates
Linux RPM Patching | Previously listed supported Previously listed updates.

platform versions.

Endpoint Manager provides also support for Solaris Zones.

Note: Endpoint Manager does not support unbundled patches.
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Chapter 2. Setup

Setting up your environment for patch management.

Site subscription

Sites are collections of Fixlet messages that are created internally by you, by IBM,
or by vendors.

Subscribe to a site to access the Fixlet messages to patch systems in your
deployment.

You can add a site subscription by acquiring a Masthead file from a vendor or
from IBM or by using the Licensing Dashboard. For more information about
subscribing to Fixlet sites, see the IBM Endpoint Manager Installation Guide.

For more information about sites, see the IBM Endpoint Manager Console Operator's
Guide.

Download plug-ins

Download plug-ins are executable programs that download a specified patch from
the website of the patch vendor. To ease the process of caching, Fixlets have an
incorporated protocol that uses download plug-ins.

For the Fixlet to recognize the protocol, the related download plug-in must be
registered. You must use the Manage Download Plug-ins dashboard to register the
download plug-in. After you register the plug-in, you can run the Fixlets to
download, cache, and deploy patches from the IBM Endpoint Manager console.

If you already registered the plug-in, you can use the Manage Download Plug-ins
dashboard to run the update. You must use the dashboard also to unregister and
configure the download plug-in. For more information about the dashboard, see
the following topics.

Note: Use the official mirror server configuration when you plan to download
large amounts of packages. Specify the mirror server URL and credentials during
the download plug-in registration or configuration to avoid being locked out of
your account.

Note: If you install the download plug-in on relays, it is suggested that you also
install it on the server.

Manage Download Plug-ins dashboard

Use the Manage Download Plug-ins dashboard to oversee and manage download
plug-ins in your deployment.

You can use the Manage Download Plug-ins dashboard to register, unregister,

configure, and upgrade the download plug-ins for different patch vendors. For
more information about these features, see the following topics.

© Copyright IBM Corp. 2003, 2014 3



You must subscribe to the Patching Support site to gain access to this dashboard.
To view the Manage Download Plug-ins dashboard, go to Patch Management
domain > All Patch Management > Dashboards > Manage Download Plug-ins.

Patch Managemenk <
J Patch Overview Dashboard
] Recent Content
] 05 vendors
E All Patch Management
% Fixlets and Tasks (4,375)

—J Linux RPM Patching: Create Cfistam
—J Linuzx RPM Patching: Create Flini

Microsaft OFfice Crwverview
—J Patches For Windows Overview
P Wizards

P Custom Content

— ] Custom Filkers

1131

Figure 1. Patch Management navigation tree

The dashboard displays all the servers and windows-only relays in your
deployment. Select a server or relay to view all the plug-ins for that computer. The

dashboard shows you also the version and status for each plug-in in one
consolidated view.
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Manage Download Flug-ins ]

Manage Download Plug-ins &
You can use this dashboard to manage download plug-ins for different vendor sites on servers and relays.
Select a server or relay to view the applicable download plug-ins.
- Servers And Relays
,"J
Hame Operating System Type Encryption Enabled
ACROBATH-XP-HE4 WinEP-2003 5.2.3790 Relay Yes
TEM-MW-BESSRY Win2008R2 6.1 7600 Server Mes
Plug-ins
.’J
Plug-in Hame Plug-in Yersion Status
A1 Plug-in 1.500 Mewy “ersion &vailable
CentCs Plug-in i Mot Supported
HP-LIX Plug-in 2000 Up-To-Date
RecHat Plug-in 2000 Up-To-Date
Solaris Plug-in 1.7.00 Mew Wersion Available
SUSE Plug-in Q1718 Mot Supported

Figure 2. Manage Download Plug-ins dashboard

A plug-in can be in one of the following states:
* Not Installed

* New Version Available

* Up-To-Date

* Not Supported

Note: CentOS and SUSE Linux download plug-ins are not supported in relays.

The dashboard has a live keyword search capability. You can search based on the
naming convention of the servers, relays, and plug-ins.

Registering the Solaris download plug-in

Use the Manage Download Plug-ins dashboard to register the download plug-in
for Solaris.

You must complete the following tasks:

* Subscribe to the Patching Support site to gain access to the Manage Download
Plug-ins dashboard.

* Enable the Encryption for Clients Fixlet on servers and relays for which you
want to register the download plug-in.

 Activate the Encryption Analysis for Clients analysis and Download Plug-in
Versions analysis.
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When you register the download plug-in on a computer without the plug-in, the
plug-in is automatically installed and the configuration file is created.

If the download plug-in is already installed on the computer, the configuration file
is overwritten.

For Solaris 11, use the Solaris Download plug-in version 2.3 or later.

1. From the Patch Management domain, click All Patch Management >
Dashboards > Manage Download Plug-ins dashboard.

2. From the Servers and Relays table, select the server or relay on which the
download plug-in is to be registered.

3. From the Plug-ins table, select Solaris Plug-in.
4. Click Register. The Register Solaris Plug-in wizard displays.

Register Solaris Plug-in

This wizard installs and configures the Solaris Plug-in.

Existing configurations are ovenwritten,

Oracle Credentials

Oracle Username  #

Cracle Password  #

Confirrn Oracle Password  #

Proxy Server Settings

F'rl:l}{'_-,-' URL httpiffproxy.example. comipraxy

Proxy Lsername

Froxy Password

Confirm Praoxy Passward

l 0K H Cancel ]

Figure 3. Register Solaris download plug-in wizard

5. Enter the Oracle credentials that you use to log on to the Oracle Support site.

Oracle Username
Your Oracle account user name to the Oracle Support site. It must have
a valid support identifier to download patches.

Oracle Password
Your Oracle account password to the Oracle Support site.

Confirm Oracle Password
Your Oracle account password for confirmation.

6. Optional: Enter the proxy parameters if the downloads must go through a
proxy server.
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Proxy URL

The URL of your proxy server. It must be a well-formed URL, which
contains a protocol and a host name. The URL is usually the IP address
or DNS name of your proxy server and its port, which is separated by
a colon. For example: http://192.168.1600.10:8080.

Proxy Username

Your proxy user name if your proxy server requires authentication. It is
usually in the form of domain\username.

Proxy Password

Your proxy password if your proxy server requires authentication.

Confirm Proxy Password

Your proxy password for confirmation.

7. Click OK. The Take Action dialog displays.
8. Select the target computer.
9. Click OK.

You successfully registered the Solaris download plug-in.

Unregistering the Solaris download plug-in
Use the Manage Download Plug-ins dashboard to unregister the download plug-in

for Solaris.

1. From the Patch Management domain, click All Patch Management >
Dashboards > Manage Download Plug-ins dashboard.

2. From the Servers and Relays table, select the server or relay on which the
download plug-in is to be unregistered.

3. From the Plug-ins table, select Solaris Plug-in.
4. Click Unregister.

[ Plug-ins

Plug-in Hame
L1 Plug-in
Certs= Plug-in
HP-LIX Plug-in
RedHat Plug-in
Salaris Plug-in

SUSE Plug-in

e
Configure Migrate |8
Plug-in Yersion Status
1800 Mewe Yersion Available
1300 Mewe Wersion Available
2000 Up-To-Date
2000 Up-To-Date
1.7.00 Mewy Wersion Svailable
2000 Up-To-Drate

Figure 4. Unregister the Solaris download plug-in

The Take Action dialog displays.

5. Select the target computer.
6. Click OK.

You successfully unregistered the Solaris download plug-in.
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Configuring the Solaris download plug-in

Use the Manage Download Plug-ins dashboard to configure the download plug-in
for Solaris.

You might want to take note of your existing configuration for the download
plug-in because existing configurations are overwritten when you configure the
download plug-in.

1. From the Patch Management domain, click All Patch Management >
Dashboards > Manage Download Plug-ins dashboard.

2. From the Servers and Relays table, select the server or relay on which the
download plug-in is to be configured.

3. From the Plug-ins table, select Solaris Plug-in.
4. Click Configure. The Configure Solaris Plug-in wizard displays.

Configure Solaris Plug-in

This wizard configures the Salaris Plug-in.

Existing configurations are overwritten.

Oracle Credentials

Oracle Username  #

Oracle Password  #

Confirrm Oracle Password =

Proxy Server Settings

F'rlj}{'_-ll' JRL http: i proxy.example. comi praxy

Proxy Llsername

Froxy Password

Confirm Proxy Passwaord

l OK H Cancel J

Figure 5. Configure Solaris download plug-in wizard

5. Enter the Oracle credentials that you use to log on to the Oracle Support site.

Oracle Username
Your Oracle account user name to the Oracle Support site. It must have
a valid support identifier to download patches.

Oracle Password
Your Oracle account password to the Oracle Support site.

Confirm Oracle Password
Your Oracle account password for confirmation.

IBM Endpoint Manager: Patch Management for Solaris User's Guide



6. Optional: Enter the proxy parameters if the downloads must go through a

proxy server.

Proxy URL
The URL of your proxy server. It must be a well-formed URL, which
contains a protocol and a host name. The URL is usually the IP address
or DNS name of your proxy server and its port, which is separated by
a colon. For example: http://192.168.100.10:8080.

Proxy Username
Your proxy user name if your proxy server requires authentication. It is
usually in the form of domain\username.

Proxy Password
Your proxy password if your proxy server requires authentication.

Confirm Proxy Password
Your proxy password for confirmation.

7. Click OK. The Take Action dialog displays.
8. Select the target computer.
9. Click OK.

You successfully configured the Solaris download plug-in.

Migrating the Solaris download plug-in

You must migrate the download plug-in if the plug-in version is earlier than
2.0.0.0. You only need to do this once. The download plug-in is upgraded to the
latest version after migration.

You might want to take note of your existing configuration for the download
plug-in because existing configurations are overwritten when you migrate the
download plug-in.

1.

2.

From the Patch Management domain, click All Patch Management >
Dashboards > Manage Download Plug-ins dashboard.

From the Servers and Relays table, select the server or relay on which the
download plug-in is to be migrated.

From the Plug-ins table, select Solaris Plug-in.

Click Migrate. The Migrate Solaris Plug-in wizard displays.
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Migrate Solaris Plug-in

Migrate plug-ins that are earlier than version 2.0.0.0,
This wizard migrates the Salaris Plug-in and upgrades it to the latest version.

Existing configuration are overwritten.

Oracle Credentials

Oracle Username  #

Oracle Password =

Confirrm Oracle Password  #

Proxy Server Settings

I F'FEI}{'_III' LRL http: S fproxy. example. comfproxy

Proxy Llsername

Proxy Password

Confirm Proxy Passwaord

l 0K H Cancel

Figure 6. Migrate Solaris download plug-in wizard

5. Enter the Oracle credentials that you use to log on to the Oracle Support site.

Oracle Username
Your Oracle account user name to the Oracle Support site. It must have
a valid support identifier to download patches.

Oracle Password
Your Oracle account password to the Oracle Support site.

Confirm Oracle Password
Your Oracle account password for confirmation.

6. Optional: Enter the proxy parameters if the downloads must go through a
proxy server.

Proxy URL
The URL of your proxy server. It must be a well-formed URL, which
contains a protocol and a host name. The URL is usually the IP address
or DNS name of your proxy server and its port, which is separated by
a colon. For example: http://192.168.1600.10:8080.

Proxy Username
Your proxy user name if your proxy server requires authentication. It is
usually in the form of domain\username.

Proxy Password
Your proxy password if your proxy server requires authentication.

IBM Endpoint Manager: Patch Management for Solaris User's Guide



Confirm Proxy Password
Your proxy password for confirmation.

7. Click OK. The Take Action dialog displays.
8. Select the target computer on which the download plug-in is to be upgraded.
9. Click OK.

You successfully migrated and upgraded the Solaris download plug-in.

Upgrading the Solaris download plug-in

Use the Manage Download Plug-ins dashboard to upgrade the download plug-in
for Solaris.

1. From the Patch Management domain, click All Patch Management >
Dashboards > Manage Download Plug-ins dashboard.

2. From the Servers and Relays table, select the server or relay on which the
download plug-in is to be upgraded.

From the Plug-ins table, select Solaris Plug-in.
Click Upgrade. The Take Action dialog displays.
Select the target computer.

Click OK.

o ok w

You now have the latest version of the Solaris download plug-in installed.

Download cacher tool overview

The Solaris download cacher tool is an executable program that automatically
downloads and caches patch packages on the IBM Endpoint Manager server to
facilitate the deployment of Solaris Fixlets.

Important: For Tivoli Endpoint Manager 8.1 and later, which is known as IBM
Endpoint Manager, the preferred method for acquiring Solaris patches is to register
the Solaris download plug-in. For more information about plug-in registration, see
[‘Registering the Solaris download plug-in” on page 5]

Note: Only use the cacher tool if you are using an air-gapped environment or if
you want to cache all the downloads for faster execution of actions. Otherwise, use
the download plug-in. For more information about plug-ins, see

The tool uses FTP to download large .zip files and, by default, stores them in the
shal cache folder. You can also choose to store the files in a different existing
directory. Your environment must be configured to accept FTP use.

You can access the tool in one of the following ways:

* Running the Run Solaris Download Cacher Tool - Windows task from the
console.

You must subscribe either to the Solaris or Solaris Maintenance sites to use the
Run Solaris Download Cacher Tool - Windows task.

This patch caching method is the preferred for earlier versions of the product,
which was known as BigFix 8.0.

¢ Downloading and running the download cacher tool manually.

For more information, see the technote in |http://www-01.ibm.com/support/|
[docview.wss?uid=swg21506020.)
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Running the Solaris Download Cacher Tool task

Use the Run Solaris Download Cacher Tool - Windows task to download files or
packages to the IBM Endpoint Manager server.

Important: For Tivoli Endpoint Manager 8.1 and later, which is known as IBM
Endpoint Manager, the preferred method for acquiring Solaris patches is to register
the Solaris download plug-in. For more information about plug-in registration, see
[“Registering the Solaris download plug-in” on page 5/

Note: Only use the cacher tool if you are using an air-gapped environment or if
you want to cache all the downloads for faster execution of actions. Otherwise, use
the download plug-in. For more information about plug-ins, see

plug
In the navigation tree of the Patch Management domain, expand the OS Vendors
node. Next, expand the Sun Microsystems Solaris node and the Configuration
node, and then select Task. In the List Panel, select the task Run Solaris
Download Cacher Tool - Windows.

J Patch Management Domain n] | Mame
J Patch Management Domain 21 BES Relay/Server: Edit Download Plug-n Configurations for Solaris
20 BES Relay/Server: Register Download Plug-in for Solaris
E Heu:n.arrt !Clu:unterrt 23 BES Relay/Server: Unregister Download Plug4n for Solans
E Application Vendors 22 BES Relay/Server: Upgrade Download Plug-in for Solaris
=] 05 Vendors 24 Clean Solars Deployment Wizard Packages
- le Mac 05 X (12 17 Disable Superseded Solaris Patch Evaluation
H @ o 2 13 Enable Superseded Solars Patch Evaluation

@ Canonical (1.862) : Init & Reboot Task - Solars

IBM AlX (2,274 32 Reboot Task - Solars
—& Microsoft Windows (12,671) 30 Reconfigure Reboot Task - Solaris
o= i ‘ 15 Remaove Solars Patch Packages
@ sl dri L LR \ ] Fun Solars Download Cacher Tool - Windows

E@ Sun Microgystems Solaris (1,408)

i Recent Contert (136)

=1 Configuration (14)

¢ Solars Package Deployment Wizard
@ Solars Patch Rollback Wizard

=
28 Single-User Mode Task - Solars
1 Solars Zone Support

i Patches for Solaris (1,392)
&-E5j All Patch Management

al

Figure 7. Sun Microsystems Solaris navigation tree - Tasks subnode

When the task window opens, select the appropriate link in the Actions box to
start the download. You can choose from the following options:

* Download files directly to the Endpoint Manager Server cache (no proxy).

* Download files to a specified folder (no proxy).

* Download files directly to the Endpoint Manager Server cache (proxy).

* Download files to a specified folder (proxy).

* Download Recommended Patch Clusters to Endpoint Manager Server cache (no
proxy).

¢ Download Recommended Patch Clusters to Endpoint Manager Server cache
(proxy).
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You are then prompted for the following action parameters:

Required Parameters:

Oracle Username
Your Oracle account user name that is used to log on to
lhttps:/ /support.oracle.com|

Note: Your Oracle support account must have a valid support identifier to
download patches.

Oracle Password
Your Oracle account password that is used to log on to
lhttps:/ /support.oracle.com|

Optional Parameters:

Server cache limit
If you are downloading files or Recommended Patch Clusters directly to
the IBM Endpoint Manager server cache, you can specify whether you
want to automatically increase the IBM Endpoint Manager server cache
limit. Enter yes to automatically increase the cache limit, otherwise, enter
no.

The default value is yes.

Full path name of the folder directory
Specify the full path name of the folder directory where you want to store
the files. The directory must already exist. By default, the files are stored in
the shal cache folder.

This parameter is applicable only if you select to download the files to a
specified folder.

Solaris operating system versions
The versions of the Solaris operating system for which you want to cache
patches. Use a comma to separate each version. For example: 9, 10, 10x86

Leave the field blank to download all versions.

Patch IDs
The Solaris Patch IDs for the files you want to download. For example:
118833-01,119130-01,121012-01,10_Recommended_CPU_2012-04

Leave this field blank to download all patches.

SMTP server address
The address of your SMTP server to enable notifications.

Leave this field blank if do not want to enable notifications.

Email server Username
The user name of your email server.

Leave this field blank if the user name is not applicable.

Email server Password
The password of your email server.

Leave this field blank if the password is not applicable.

Email address of the sender
The email address to send the report from.

Leave this field blank if the email address is not applicable.
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Email address of the recipient
The email address to send the report to. Use a comma to separate each
email address.

Leave this field blank if the email address is not applicable.
After you enter all the parameters, the Take Action dialog box opens. Deploy the

action. For information about deploying actions, see the [IBM Endpoint Manager|
[Console Operator’s Guidd

Solaris Image Packaging System Repository Management dashboard

overview

IBM Endpoint Manager provides the Solaris Image Packaging System Repository
Management dashboard to help you manage your Solaris 11 endpoints and locally
stored repositories.

Local repositories can significantly decrease the time that is taken to download the
files that are needed for patching endpoints. Use this dashboard to set a local
repository to use for patching. For information about patching, see
[“Patching using Fixlets,” on page 17.]

Note: This dashboard does not support the creation of a physical repository server.
You must create the repository separately. For more information about creating
repositories, see the Oracle documentation website at [http:/ /docs.oracle.com}

To access the dashboard, subscribe to the Patches for Solaris 11 site. From the Patch
Management domain, click All Patch Management > Dashboards > Solaris Image
Packaging System Repository Management.

To view the endpoints and local repositories in the dashboard, activate the Solaris
Origin Information analysis.

The dashboard offers filtering options to ease searching. You can filter either by
computer name or repository name.

Solaris Image 5 Management

*
= =
Solaris Image Packaging System Repository Management
Fri Now 29 18:57:16 UTC+0800 2013
Use this dashboard to assign Image Packaging System repositories to Solaris 11 endpoints in your deployment, Selecting the right repository is crucial
for patching.
” Manage Endpoints ” Manage Image Packaging System Repositories ‘
| Solaris 11 Endpoints ‘
As5iQN @ new repository I
[ Computer Name 0S5 Wersian Solaris Origin Repository URI
V¥ solaris-11-idd-testz Sun0s 511 (11.1) http://10.1.234. 164/
[T salarisIDD Sun0s 511 (11.1) http://pkg.oracle .com/fsolaris/release/

Figure 8. Solaris Image Packaging System Repository Management dashboard

By default, the hosted Oracle Solaris release repository is the configured package
repository. You can assign a different repository from the list of repositories in the
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dashboard. You can easily add more local repositories into the list. Ensure that the
repository settings reflect the real repository server configuration.

Adding repositories

Local repositories must be created separately. Adding a repository to the dashboard
does not create a physical repository server.

The dashboard does not check for the status of the local repository. Ensure that the
repositories that you add in the dashboard are working.

Complete the following steps to add a local repository to the repository list in the
dashboard:

1. From the dashboard, click Manage Image Packaging System Repositories.
2. Click Add.

3. Enter a repository name and the repository URI. For example, use this
repository URI format: protocol://hostname:port/path/.

Note: The repository URI is validated only for HTTP and NFS shares.

&dd a Mew Repository ®

Repositary Marme
[

Repositary URI

Save Cancel

Figure 9. Add a New Repository dialog

4. Click Save. The new repository is added to the list, which can be used by the
endpoints.

Assigning repositories to endpoints

Complete the following steps to assign a local repository to Solaris 11 endpoints:
1. From the dashboard, click Manage Endpoints.

2. Select an endpoint that you want to configure to use a different repository.
3. Click Assign a new repository.

4. Select a repository.
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Assign a Wew Repository x

Repository Name Repository URI
| Oracle Solaris Support Repository https:/fpka.oracle . com/dsalaris/supporty’
{" Oracle Solaris Release Repository http://pkg.oracle.comyfsolaris/release/
" |Local repol file: /A filetests
" |Local repoz http://myhostname: 2 2/pathy/
" |testz http://10.1.234 . 164/

Repository Key

I Browse..,

Repository Certificate

I Browse..,

| Save H Cancel ‘

Figure 10. Assign a New Repository dialog

5. Specify the repository SSL key and certificate if the selected repository requires
those files.

Note: The Solaris Image Packaging System Repository Management dashboard
accepts key and certificate files in .pem format only.

Note: The Oracle Solaris 11 Support Repository requires both the certificate and
SSL key files to access the repository. Obtain both files from the My Oracle
Support site. For more information, see Ittp: / / pke-register.oracle.com|

6. Click Save. The Take Action dialog opens.
7. Select the endpoint and click OK.
8. When the action completes, refresh the dashboard to see the changes.
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Chapter 3. Patching using Fixlets

You can apply Solaris patches to your deployment by using the Fixlets in the
Solaris sites.

To deploy patches from the IBM Endpoint Manager console, register a download
plug-in and run the appropriate patch Fixlets. For more information about
download plug-ins, see [Download Plug-ins}

Notes: For Solaris 11, ensure that you complete the following requirements before
patching endpoints:

* Use the Solaris Download plug-in version 2.3 or later.

* Expand the overall cache size for the server and relays to avoid the "Disk
Limited" error when downloading SRUs. SRUs can be large, about 2.7 GB per
image file. If you do not expand the cache, the gigantic download might flush
out the existing files in the cache.

* Use the Solaris Image Packaging System Repository Management dashboard to
configure a local repository, if necessary. For more information about the
dashboard, see[“Solaris Image Packaging System Repository Management|
[dashboard overview” on page 14/

In the All Patch Management Content node of the navigation tree, click Fixlets and
Tasks > By Site. Next, select the appropriate site:

* Patches for Solaris site

» Patches for Solaris Maintenance site
 Patches for Solaris Live Upgrade site
* Patches for Solaris 11 site
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B Tivoli Endpoint Manager Console
File Edit Miew Go  Tools  Help |
*fﬁiEack - *Fnrward - | ﬁ:ihnw Hidden Contenk |ﬁ5h
ﬂ Patch Management Domain
——| Application Yendors

| 05 Vendors
=] E All Pakch Management Conkent

-5 Fixdets and Tasks (20,193)
1 By Source Severity

BES Support (303)

Masker Action Sike (1)

Patches for ALX (677)

Patches for RedHat Enterprisginux (8, 793)
Patches For Solaris Maintenance {2 J44)

Figure 11. Patches for Solaris Maintenance site navigation tree

View the available content in the list panel on the right and double-click the Fixlet
that you want to deploy.

| Patch Management Domain =
A—mﬁﬂ:ﬂ[ilﬂn\"ﬂ'ﬂjﬂ“s FTi') 03 SunOS 5. 71 fusTli Ff. Ed Patch 4 Maink

107 127-03: SunCs 5.7 jusrfinfautofs automauntd ... atches For Solaris Maintenance
53 Mo 107796-04: SUnOS 5. flof s patch <HiA= Fatches For Sobaris Mainterance
a All Patch Management Content 107843-05: 3unCa 5.7: fsbinfink and fustfsbinfinitp.., <Nf&> Pakches For Solaris Maintenance
E| _@ Fixlets and Tasks (20,199) _. 108244-05; 5un0S 5.7; libaio patch <> Pat.ches for Solaris Maintenance
ﬁ By Source Severity 10B605-37: Sun05 5.5: Creatar & FFE Graphics Patch  <hjif = Patches For Sobarls Mainbenance
T—E < 108606-39: SunCS 5.8: M54 Graphics Patch <hif = Patches For Solaris Maintenance
By Site 10B6ES-02: SUNGS 5.7: fhernelffsisutofs patch <M A > Patchas For Sobaris Mainbenanca
[#-43 BES Support {308) 108723-02: 5un0S 5,61 |of s pateh <hiis > Patches For Solaris Maintenance

-, Master Action Site (1) 14

3 Petches for AT (677) Fodet d0so67-08: Sunos S i barpakch

[31-3 Patches for RedHat Enterprise Linusx (8, 793) -
HJ_,% Patches for Solaris Malnkenance (2,344} | (f-"”lalﬁ Action = | # Edit Copy |=5Expoet | Hide Localy Hide Globaly | XK Remrmve ‘

Figure 12. Fixlet and Tasks List panel for the Patches for Solaris Maintenance site

Tip: It is suggested that you deploy the latest Critical Patch Updates (CPU) Fixlets
before deploying the Fixlets for the Patch Clusters.

Note: The Oracle Recommended Patch Clusters are updated frequently. The patch
vendor updates cause the shal value and the size of the patch bundle to change.
The frequent patch updates might cause the Fixlets for the Patch Clusters to fail.
Updated Fixlets are provided based on the service-level agreement with the patch
vendor.
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Important: For Solaris 11, ensure that the repository contains the required SRU to
patch the endpoints. If the local repository does not contain the latest SRU or the
SRU needed for the endpoint, run the tasks to update the repository i.e. Update
Repository for Solaris 11 SRU 1 (x86).

Click the tabs at the top of the Fixlet window to review additional details, and
then click the appropriate link in the Actions box to start deployment. Click OK
and enter your Private Key Password, if applicable.

4?7 Take Action « | # Edit Copy  ==Export | Hide Locally Hide Globally | xﬁemuve
Description |Detai|s | &pplicable Computers (00 | Action Hiskory (00 | #

Sun has released a Sun0S 5.7: tar Patch, which fixes one or more bugs, After downloading and installing this
patch, affected computers will no longer be susceptible to these issues.

Important Note: Ta obtain this patch, you must have a Sun Service Plan in effect. The file "106957-08 jar" must
be downloaded fraom the Sun support website, renamed to its corresponding checksum walue,

"6bch 1265863 c3449c15031 a5fcB0aal c&10f762c", and placed in the BES Server download cache far this action
to complete successfully. The "Run Download Cacher Tool - Solaris” task can be used to facilitate this process,

Important MNote: This group of Fizlet messages has not been tested by BigFix. Please perfarm your own
internal testing of all Fixlet messages for non-security Solaris patches before deplaying in a praduction-level
environrment.

File Size: 394 KB

® Click here to initiate the deployment process. *—

® Click here to view more infarmation from Sun about this patch.

® Click here to view the Sun Patch Access Options page.

Figure 13. Fixlet window

Local repositories

IBM Endpoint Manager provides a method for using local repositories to store
patch updates for Solaris 11.

Solaris 11 uses Image Packaging System, which is a new network-based package
management system.

Regularly updating the endpoints in your deployment is crucial to the success of
your organization. Network restrictions often prevent you from getting the latest
set of changes from the Oracle hosted repositories. Maintain your own local
package repositories to try to limit this restriction. By using local repositories, you
can control which updates the endpoints have access to.

You can have multiple local repositories in your environment. For example, you

might have one local repository that is used to mirror the latest SRU changes from
Oracle and another repository that contains only one particular SRU.
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For more information about Solaris 11, see the Oracle website at
lhttp:/ /docs.oracle.com/cd /E23824_01/html/E21803/repo_intro.html}

Endpoint Manager provides the Solaris Image Packaging System Repository
Management dashboard to easily configure local repositories to be used for
patching Solaris 11 endpoints. For more information about the dashboard, see
“Solaris Image Packaging System Repository Management dashboard overview’|

on page 14.|

Note: You need to subscribe to the Patches for Solaris 11 site to access Fixlet
content for Solaris 11/11 and Solaris 11.1.

Single-user mode patch application

You must bring computers into single-user mode to prepare them for kernel-level
or cluster-level patching.

By default, the Endpoint Manager Solaris Patch solution applies Solaris patches in
the current run level of the computer. Typically, Solaris computers use Run Level 3
or Multi-User mode. In some cases, single-user mode is used to successfully apply
the Solaris patch.

The Patches for Solaris and Patches for Solaris Maintenance sites provide a task to
bring a Solaris system down to single-user mode called Single-User Mode Task -
Solaris task (ID #28).

Note: Systems in single-user mode have extremely limited functionality and
restricted network connectivity. Users who are remotely connected to the computer
when the single-user mode action is applied lose their connection. Do not put a
system into single-user mode unless you understand the effects of this action.

Creating a baseline for single-user mode

20

Create a baseline to modify a Solaris patch Fixlet for single-user mode.

Note: Your Endpoint Manager deployment must include a subscription to the
Patches for Solaris site to complete the following tasks.

Perform the following steps for each Solaris patch Fixlet that you want to apply in
single-user mode.

1. Click the Tools menu at the top of the IBM Endpoint Manager console and
select Create New Baseline.
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B Tivoli Endpoint Manager Console
File Edit Wiew Go |I|:u:|I5 Help |

4w Back ~ W Forward = ,5:?'*" Take Cuskorn Action. ..

Ylanagen QJ iCreake Mew Fixlet, .,
J Patch Management E_] Create Mew Task. ..
] Application Vendors B8 Create Mew Baseling. .. *_

o] 05 Vendors S| Create Mew Analysis. ..

Al BatckManageme o Create Mew sutomatic Computer Group. ..

Figure 14. Create a baseline from the Tools menu

The Create Baseline window opens.

B Create Baseline | _ [O0] x|

Marne: Custom Baseline [ S Create in site: IMaster Action Site

Create in domain: IPatch Management

LefLel

Description |Components I Relevance I Propetties I
| Al d|ss ru

‘ <enter a description of the baseline hargs  f—— ‘

® Click o deploy this action group.

wane
1

Figure 15. Create Baseline window

2. Enter a Name and Description, such as Recommended Patch Cluster - Solaris
10 (Single User Mode).
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. Create Baseline _ O] x|

Mame: | Recommendesd Patch Clusker - Solaris 10 (Single User Mode)| Create in site: IMaster Action Site j

_— Create in domain:  |Patch Management i
Description |C0mp0nents | Relevance | Properties | I > J

| HITEH| s |8 £ 0

s

‘ <enter a description of the baseline here= ‘

¢ Clicko deploy this action group.

=
=
H=

[l 4 I Cancel |
¥
Figure 16. Description tab of the Create Baseline window
3. Click the Components tab.
B Create Baseline [_[O0]
MName: | Recommended Patch Cluster - Solaris 10 (Single User Made) Create in site: IMaster Action Site j
Create in domain: IPatch Management j

Description  Components |Re|evance I Propetties I

Baseline Components

Component Group 1
[add components to group] '*——

[add new component group]

" Use custom action settings for this baseline. [set action settings]

Find. .. | Synic Al Companents | 0 components in baseline

K I Cancel I

Figure 17. Components tab of the Create Baseline window

4. On the Components tab, add the following items to Component Group 1 and
ensure that they are ordered as follows:

a. The Single-User Mode Task - Solaris (ID #28 in the Patches for Solaris site).
b. One or more Solaris Patch Fixlets available in the Patches for Solaris site.
c. Depending on the requirements of the patch, choose either:

* Reboot Task - Solaris (ID #32 in the Patches for Solaris site)

* Reconfigure Reboot Task - Solaris (ID #30 in the Patches for Solaris site)

5. Click OK and enter your Private Key Password. You can now apply the
baseline to the Solaris patches that you specified in Single User mode.
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Deploying Solaris packages

You can use the Solaris Package Deployment Wizard to deploy Solaris packages on
to Solaris computers that have the Endpoint Manager client installed.

After you download a Solaris package, you can use the deployment wizard to
facilitate deployment. In the Content Filters section of the navigation tree, click OS
Vendors > Sun Microsystems Solaris > Configuration > Solaris Package

Deployment Wizard.

Ea 05 Vendors

@ Canonical (1,362)

- IBM AIX (2,211)

- Microsoft Windows (12,668)

4 Red Hat Enterprise Linux (4,693)
E@ Sun Microsystems Solaris (1,403)
& Recent Content (136)

E —_é Configuration (14)

# Solaris Package Deployment Wizard
# Solaris Patch Rollbadk Wizard
- L Tasks (149)

E@ Patches for Solaris (1,392)

E Maintenance (0)

ﬁ Maintenance Updates (2)

E Patch Clusters (3)

@ Recommended {405)

E Recommended Security (233)
i security (222)

E Superseded (514)

[

Figure 18. Solaris Package Deployment Wizard navigation tree

When the wizard opens, choose the Solaris package (either patch or cluster) that

you want to deploy.
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Solaris Package Deployment Wizard

Welcome to the Solaris Package Deployment Wizard.

This wizard affers the ability to deploy Solans packages ontoe Solaris computers that have the BES Client installed.

Important Note: In order to venfy the Solans packages and to inspect folder contents, use of this wizard will require ‘ActiveX’ controls.

Enter the source of the Solaris package to be deployed to BES Client computers.
@ File - Select the Solans package on this computer.

G\ 17245631 2ip | Browse...

Folder - Seledt a folder on this computer containing multiple Solans packages.

" Create a one-time action. Leave this unchecked to create a Fixlet you can reuse.

ﬂ | Create Cancel |

Figure 19. Solaris Package Deployment Wizard

Click the check box to create a one-time action, or leave it blank to create a Fixlet
that you can reuse. When complete, click Create. You see the following progress
screen.

Creating Archive |

CADOCUME ~TRADMINI~IALOCALS ~ 15T emph1 Stemt

Figure 20. Creating Archive

When the first task window opens, click OK and enter your Private Key Password.
Then click in the Actions box to start deployment.

24 1BM Endpoint Manager: Patch Management for Solaris User's Guide



ge Deploy

47 Take Action | # Edit | Copy | Export | Hide Locally Hide Globally | 3¢ Remove

Description | Details | Applicable Computers (0) | Action History (0) |

Description

This task will deploy Solaris packages to the targeted computers.
The following patch will be deployed:

s 173456-31

Note: If an equal or newer version of any of these packages (non-cluster packages only) already exists on the
target computer, that package will not be deployed to that computer.

Actions

® Click here to initiate the deployment process.

Figure 21. Description tab of the Solaris Package Deployment task

When the Take Action dialog opens, use the tabs across the top of the window to
set parameters for this action. Click OK and enter your Private Key Password. The
wizard deploys this action to your clients.

To avoid problems with disk space, run the Clean Solaris Deployment Wizard
Packages task (ID #24 in the Patches for Solaris Site) with the options you need.

Uninstalling patches

You can uninstall Solaris patches from Solaris 9 and 10 computers by using the
Solaris Patch Rollback Wizard.

Note: The result of the Solaris Patch Rollback Wizard might vary depending on
several factors in your environment.

Click OS Vendors in the navigation tree, Sun Microsystems Solaris, and Solaris
Patch Rollback Wizard.
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ﬂ Patch Management Carnain
= Application Wendors

Figure 22. Solaris Patch Rollback Wizard navigation tree

Click the link to activate the Patchrm Output property, which you use to view
detailed results.

Salsris Pateh Rolback Wizard

Welcome to the Solaris Patch Rollback Wizard

This Wyizard will enable you ta uninstall Salaris patches from Solaris 7, 8, 8 and 10 cormputers. Upon completion of this Wizard, the Take Action dialog box will
appear, which will allmw you to uninstall the selectad Solaris patch.

Important Hote: If the palch selected was installed without backing up the ariginal files, or if the patch is required by other installed patches, the pateh will not be
uningstalled and the action will fail.

Mote: The retrieved propery Patchrm Outpul’ should be activated 1o view detailed resulls of this action.
Note: After activating the retrieved propery, please wait for computers to report before running the Yizard again

Click here to actrate the ‘Patchrn Qutput’ property. -*_

Salect a Solarie pateh from the drop.down menu or type inthe Patch ID. Do not include any spaces.

Figure 23. Solaris Patch Rollback Wizard
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¥ Create Property "Patchrm Dutput’

=] B3

Marme;

Mamespace: I

Relevance: if (exists file [pathname of client folder of site :I

I:FFNII,I'A":I

Evaluate every Every Report j

(0]4

"ZolarisPatches" & "/ PatchRollback/rollback.log")) then
[lines of file (pathname of client folder of site
"SolarisPatches" & "/ PatchFollback/rollback.log")) else

Cancel

Figure 24. Create Property window

Enter a namespace, and choose the interval for which you want to evaluate output.
Click OK. When you return to the wizard, you see the message as a note:

Welcome to the Solaris Patch Rollback Wizard

This Wizard will enable you to uninstall Solaris patches from Solaris 7, 8,9 and 10 computers. Upon completion of this
YWizard, the Take Action dialog bax will appear, which will allow you to uninstall the selected Salans patch.

Important Note: If the patch selected was installed without backing up the original files, aor if the patch is required by other
installed patches, the patch will not be uninstalled and the action will fail.

Note: The retrieved property 'Patchrm Qutput' is activated and can be used to view more detailed results of this action.

Figure 25. Retrieved property shown in the Solaris Patch Rollback Wizard

Select a Solaris patch from the drop-down menu, or type the Patch ID of the patch

that you want to uninstall.

Click Finish. The Take Action dialog opens.

Use the tabs across the top of the window to set parameters for this action. Click
OK and enter your Private Key Password. The wizard deploys this action to your

clients.

Superseded Fixlets

Superseded Fixlets are Fixlets that contain outdated patch packages. If a Fixlet is
superseded, a newer Fixlet exists with newer versions of the packages.

A superseded Fixlet is identified by (Superseded) at the end of its Fixlet name.
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Search Patches For Solaris P| bl

Mame | Source Sewv... | Sike ;I
112905-03: Sun03 5.9: acchctl & ippetl pakch “Unspecified = Patches for Solaris Maintenani—
112908-40; SunD3 5.9; krbS, gss patch <Unspecified = Patches for Solaris

112912-01: Sun0s 5.9: Libinekchg Patch <Unspecified = Patches For Solaris

112913-02: Sun0S 5.9: fruadm Patch <Unspecified = Patches For Solaris Mainkenanc
112915-06: 5un05 5.9 snoop Patch ZUnspecified = Patches For Solaris

112916-01: SUnO3 5.9: rkquery Patch <Unspecified > Patches For Solaris

112918-01; SunD3 5.9 rouke Patch <Unspecified = Patches for Solaris

112920-03: Obsoleted by 112920-04 Suni2S 5.9; libipp, Ip, IKE Patch (Superseded) <Unspecified = Patches For Solaris

112921-09: Sun05 5.9: Libkadms Patch (Superseded) <Unspecified = Patches For Solaris =
< | Ll_l

Figure 26. View of superseded Fixlets from the List panel

You can find the new Fixlet name and ID in the description of the superseded

Fixlet.

Patches For Solaris Search Pakches For Solaris J
MName | Source Sev,.. | Sike

112905-03; SunCs 5.9 acchctl & ippetl patch “Unspecified = Patches for Solaris Mainter
112908-40: SunO3S 5.9; krbS, gss patch <l nspecified = Patches For Solaris
112912-01: SunDs 5.9; Libinekcfg Patch “Inspecified = Patches For Solaris
112913-02; 3und3 5.9; fruadm Patch <l nspecified = Patches For Solaris Mainker
112915-06; SunCs 5.9: snoop Patch “Unspecified = Patches for Solaris
112916-01; Suns 5.9 rkquery Patch “Unzpecified = Patches For Solaris

112918-01: SunD3S 5.9; route Patch “Inspecified = Patches For Solaris
eked by: 112920-04 SunoS 5.9: libipp, |p, IKE Patch (Superseded) <Unspecified = Patches For Solaris
112921-0% SunQ3 5.9 Libkadms Patch (Superseded) “Unspecified = Patches for Solaris

< |

4:"9 Take Ackion = ‘ & Edit | Copy = Export | Hide Locally  Hide Globally | xRemDve

Descripkion | Details | Applicable Computers (0) | fiction Histary (00 |

Description

Sun has released aIOhsnIeted by: 112920-04 Sun03 5.9 libipp, Ip, IKE F'atn:hlwhic:h fixes several
security vulnerabilities. Atter downloading and nstalling this patch, affected computers will no longer be
susceptible to these vulnerabilities.

Mote: Affected computers will report back as Pending Restart’ ance the patch has run successfully, but
will not report back their final status until the affected computer is restarted.

Note: Sun recammends that this patch be installed in single-user mode. The "Single-User Mode Task" for
Solaris can be used to facilitate this process.

Figure 27. Description of a superseded Fixlet showing the newer Fixlet ID

Enabling superseded Fixlets

You can install an earlier version of a Solaris patch by enabling superseded Fixlets.

28 IBM Endpoint Manager: Patch Management for Solaris User's Guide



Superseded patches are patches that are declared obsolete by Oracle, and have
typically been replaced by newer patches.

You can use the Enable Superseded Solaris Patch Evaluation task (ID #13 in the
Patches for Solaris and Patches for Solaris Maintenance sites) to install an earlier
version of a Solaris patch on a client.

1.

In the navigation tree of the Patch Management domain, expand the OS
Vendors node.

Expand the Sun Microsystems Solaris node, and select Configuration.

In the List Panel, select the task Enable Superseded Solaris Patch Evaluation.
The task window opens.

Select the link to enable evaluation of superseded Solaris patches in the Actions
box. The Take Action dialog box opens.

Use the tabs across the top of the window to set parameters for this action.

Deploy the action. For information about deploying actions, see the
[Endpoint Manager Console Operator’s Guide)
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Chapter 4. Solaris Live Upgrade support

Use the Solaris Live Upgrade tool to manage system downtime and risk when
installing patches on alternate boot environments on Solaris 9 and 10 computers.

Introduction

An alternate boot environment of a Solaris computer is typically created by
copying the entire root file system. With Solaris Live Upgrade, patches are applied
in the duplicate boot environment, which is in an inactive state, while the original
boot environment is running. After patching is done, you can restart your
computer to use the alternate boot environment. For more information about
Solaris Live Upgrade, see the Solaris Live Upgrade 2.0 Guide from the Oracle
documentation: [http: / /www.oracle.com/technetwork /indexes /documentation /|
lindex.htmi]

| Patches and Updates

Alternative
Boot

Environment Environment

Figure 28. Solaris Live Upgrade overview

Solaris Live Upgrade supports patch management for Security Patches,
Recommended Patches, and Critical Patch Updates. You can find the related Fixlets
in the Patches for Solaris Live Upgrade site.

Roadmap

To use Solaris Live Upgrade, complete the following steps:

1. Ensure that the download plug-in is enabled. For more information, see
[Download plug-ins]

2. Run the Enable Solaris Live Upgrade task. See the steps in [Running the enable]
[Solaris Live Upgrade task|

3. Ensure that the inactive boot environment that you want to patch has an

Endpoint Manager client installed. For more information, see [“Installing the
|Endpoint Manager client” on page 35.|

4. The process for patching boot environments depends on the system
environment:

* If there is only one inactive boot environment on the system, proceed with

patching. For more information about patching, see |Chapter 3, ”Patching|
[using Fixlets,” on page 17 Then, proceed to step

© Copyright IBM Corp. 2003, 2014 31


http://www.oracle.com/technetwork/indexes/documentation/index.html
http://www.oracle.com/technetwork/indexes/documentation/index.html
http://pic.dhe.ibm.com/infocenter/tivihelp/v26r1/topic/com.ibm.tem.doc_9.0/shared/c_download_plug-ins_sol.html

¢ If there are several inactive boot environments, you must select one boot
environment for live upgrade from the Manage Solaris Boot Environments
dashboard. For more information about this task, see[”Selecting inactive boot|
[environments for Live Upgrade” on page 35)

For more information about the dashboard, see [“Manage Solaris Boot|
[Environments dashboard overview” on page 33

5. Activate the newly-patched boot environment. For more information, see
[“Activating inactive boot environments” on page 36|

Note: You must activate the boot environment that you choose immediately
before rebooting the computer.

6. Reboot to the alternate boot environment. For more information, see
[“Rebooting to an alternate boot environment” on page 37|

Running the Enable Solaris Live Upgrade task

32

To use Solaris Live Upgrade correctly, you must deploy the Enable Solaris Live
Upgrade task on every Solaris computer.

To access the Enable Solaris Live Upgrade task (ID #2), you must subscribe to the
Patches for Solaris Live Upgrade site.

The Enable Solaris Live Upgrade task determines the inactive boot environments
and their patch levels on Solaris computers.

1. From the Patch Management domain, click Patch Management > Fixlets and
Tasks.

2. Click Enable Solaris Live Upgrade.

Search Fixlets and Tasks

3 Update Boot Environment Information Patches For Saolaris Live Upgrade |

4 Reboot Into Alternate Boot Environment Patches for Solaris Live Upgrade |

[ Install TEM client on Solaris 10_x&6 Inactive Book Environment Patches for Solaris Live Upgrade |

7 Install TEM client on Solaris 10 Inactive Book Environment Patches for Solaris Live Upgrade |

13 Enable Supersedad Solaris Pakch Evaluation Patches For Solaris Live Upgrade |_
i ST Aty ;'J

Figure 29. Enable Solaris Live Upgrade task

3. Run the action.

The inactive boot environments for each Solaris computer are now visible in the
Manage Solaris Boot Environment dashboard.

For systems with only one inactive boot environment, that inactive boot
environment is automatically selected to use Solaris Live Upgrade. All Solaris Live
Upgrade Fixlets become relevant.

If you have a system with only one inactive boot environment, you can proceed
with patching the boot environment using Fixlets.

If you have more than one inactive boot environment, you must use the Manage
Solaris Boot Environments dashboard to identify which inactive boot environment
is going to use Solaris Live Upgrade.
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Manage Solaris Boot Environments dashboard overview

Patch Management for Solaris provides a dashboard to manage boot environments
for Solaris Live Upgrade.

You can use the Manage Solaris Boot Environments dashboard to complete the
following tasks:

* Install the Endpoint Manager client in inactive boot environments.
¢ Select inactive boot environments for Live Upgrade.
* Activate inactive boot environments.

* Reboot systems to boot environments that you have activated.

Before you use the dashboard, you must deploy the following task and analysis:

* Enable Solaris Live Upgrade - ID #2 in the Patches for Solaris Live Upgrade
site. For more information about the task, see[“Running the Enable Solaris Live|
[Upgrade task” on page 32

* Boot Environment Information - ID #5 in the Patches for Solaris Live Upgrade
site. This analysis gets boot environment data from Solaris computers.

You can access the dashboard from the navigation pane by clicking Patch
Management > All Patch Management > Dashboards > Manage Solaris Boot

Environments.

The dashboard is divided into two tables: Solaris Computers and Inactive Boot

Environments.
Manage Solaris Boot Enviranments t
Manage Solaris Boot Environments &
Solaris Computers
6]
O Host Hame IP Address Operating System Ver Active Boot Environme Client Yersion Humber of Boot Environ|
L unknown 10.1.232.117 Sun08 5.10 (Generic_14 berv1 8213720 3
L] ocomi 10.1.12.128 Sun0S 5.9 (Generic_118 c1t0d0s0 8213720 3
[ ] com2 10.1.12.129 Sun0S 5.10 (Generic_13 benv1 8213720 3
[ | com3 10.1.255.233 Sun0S 5.10 (Generic_14 old 82.13100 3

Inactive Boot Environments

@]
&

[ | BootEnvir Hame | C Hame Client Version Selected for Live Upgrade = Active on Reboot

Figure 30. Manage Solaris Boot Environments dashboard

The Solaris Computers table displays all Solaris computers in your deployment,
and includes the following information:

* Host name
e IP address
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* Version of the installed operating system
¢ Name of the active boot environment
* Version of the client installed on the active boot environment

* Number of boot environments for each computer

You can select multiple Solaris computers to display all the corresponding boot
environments in one consolidated view.

The dashboard shows the status of each boot environment. It shows whether the
boot environment is selected for Live Upgrade or if it was selected as the running
boot environment for when the system restarts.

The dashboard can also determine whether the Endpoint Manager client is
installed in a boot environment. If the client is installed, the dashboard displays its
corresponding version.

The dashboard has a live keyword search capability for Solaris computers and boot
environments. You can search based on the naming convention of the computer or
boot environment name.

Figure 31. Search for computer or boot environment name

Endpoint Manager client installation behavior

The version of the client that is installed on an inactive boot environment depends
on the client version that is in the running boot environment.

The process of installing the client on an inactive boot environment depends on the
state of the inactive boot environment:

Inactive boot environment without the client
The latest available minor version of the client in the active boot
environment is installed in the inactive boot environment.

Inactive boot environment that has an earlier version of the client than the
active boot environment
The client in the inactive boot environment is upgraded to the latest minor
version of the client in the active boot environment.

Inactive boot environment that has a later version of the client than the active
boot environment
The client in the inactive boot environment remains unchanged.

For example,

Server Version: 8.2.1175

Running boot environment client version: 8.1.608 (Latest available version is 8.1.634)
Inactive BE_First client version: 8.0.584 (Latest available version is 8.0.627)

Inactive BE_Second client version: 8.2.1078 (Latest available version is 8.2.1372)
Inactive BE_Third client version: 8.1.608

Inactive BE_Fourth client not installed.

Output:
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BE_First: Version is upgraded to 8.1.634

BE_Second: No changes (Version remained at 8.2.1078)
BE_Third: Version upgraded to 8.1.634

BE_Fourth: Version 8.1.634 is installed

Installing the Endpoint Manager client

The Endpoint Manager client must be installed on all boot environments to use
Solaris Live Upgrade correctly.

You can install the client from the Manage Solaris Boot Environments dashboard.
To know more about how the client installation works from the Manage Solaris
Boot Environments dashboard, see [“Endpoint Manager client installation behavior”|

You cannot select the boot environment for Live Upgrade from the dashboard if
the client is not installed in the boot environment.

Note: Systems with only one inactive boot environment that do not have the client
installed are by default selected for Live Upgrade.

1. From the Manage Solaris Boot Environments dashboard, choose the inactive
boot environments where you want the client to be installed.

2. Click Install Client.

Inactive Boot Environments /
Select for Live Upgrade Activate Install Client 9

|| BootEnvironment Hame | Computer Hame Client Version Selected for Live Upgrade = Active on Reboot
[v]  second_boot com1(10.1.12.128) Client not found No No
| third_boot com1{10.1.12.128) Client not found No s

Figure 32. Installing the Endpoint Manager client in an inactive boot environment

The Take Action dialog opens. For more information about using the Take
Action dialog, see the IBM Endpoint Manager Console Operator’s Guide.

3. Select the computers where the boot environments belong.

4. Click OK. It usually takes a few minutes for the targeted computers to report
back their Action status.

The client is now installed in the selected boot environments.

Selecting inactive boot environments for Live Upgrade

Use the Manage Solaris Boot Environment dashboard to select the inactive boot
environments that you want to patch.

You must install the client in the boot environments that you want to select for
Live Upgrade.

You cannot select two boot environments from the same computer to use Live
Upgrade. Ensure that the selected boot environments belong to different
computers.
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1. From the Manage Solaris Boot Environments dashboard, choose the inactive
boot environments for Live Upgrade.

2. Click Select for Live Upgrade.

Inactive Boot Emsironments
P —
Activate Install Client J—
il Boot Envir it Hame Comp Hame Chent Version Selected for Live Upgrade Active on Reboot
[¥] second_boat com1(10.1.12.128) 8213720 No No
] third_boot com1(10.1.12.128) Client not found No Ne

Figure 33. Select Boot Environments for Live Upgrade

The Take Action dialog opens. For more information about using the Take
Action dialog, see the IBM Endpoint Manager Console Operator’s Guide.

3. Select the appropriate settings.

4. Click OK. It usually takes a few minutes for the targeted computers to report
back their Action status.

The boot environments that you selected are ready for Live Upgrade.
After you select a boot environment for Live Upgrade, you can proceed with

patching the environment using Fixlets. For more information, see |Chapter 3
[‘Patching using Fixlets,” on page 17|

Activating inactive boot environments

36

The inactive boot environment that is selected for activation becomes the running
boot environment after a restart. Use the Manage Solaris Boot Environment to
identify the boot environments that you want to activate.

You cannot activate boot environments that are not selected for Live Upgrade.
You can activate only one inactive boot environment for each computer.

Synchronization between the running boot environment and an inactive boot
environment occurs upon activation. The BES configuration file from the running
boot environment is copied to the inactive boot environment for a smooth
transition.

1. From the Manage Solaris Boot Environments dashboard, choose the inactive
boot environments that you want to activate.

2. Click Activate.
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Inactive Boot Environments “/
Select for Live Upgrade Install Client -~

| Boot Environment Hame Computer Hame Client Version Selected for Live Upgrade Active on Reboot
|¥] second_boot com1(10.1.12.128) 8213720 Yes No
] third_boot comi{10.1.12.128) Client not found No Mo

Figure 34. Activate

The Take Action dialog opens. For more information about using the Take
Action dialog, see the IBM Endpoint Manager Console Operator’s Guide.

3. Select the appropriate settings.

4. Click OK. It usually takes a few minutes for the targeted computers to report
back their Action status.

The boot environments that you selected are now activated. These boot
environments are identified as active after a restart.

Reboot the boot environments immediately after activation.

Rebooting to an alternate boot environment

Use the Manage Solaris Boot Environments dashboard to restart the current
running boot environment to the boot environment that you want.

You must select and activate the alternate boot environment before rebooting. If
you click Reboot without selecting an alternate boot environment for activation,
the computer restarts to its existing state.

1. From the Manage Solaris Boot Environments dashboard, choose a computer
from the Solaris Computers table.

2. Click Reboot.

Solaris Computers

|| Host Hame IP Address Operating System YWer Active Boot Environme Client Version Humber of Boot Environi
L] unknown 10.1.232.117 Sun0S 5.10 (Generic_14 benv1 8213720 3
|¥] comi 10.1.12.128 SunOS 5.9 (Generic_118 c1t0d0s0 8.2.1372.0 3
[ ] ecom2 10.1.12.129 SunOS 5.10 (Generic_13 benvi 8213720 3
[] com3 10.1.255.233 Sun0S 5.10 (Generic_14 old 8.2.1310.0 3

Figure 35. Reboot to an inactive boot environment

The Take Action dialog opens. For more information about using the Take
Action dialog, see the IBM Endpoint Manager Console Operator’s Guide.

3. Select the appropriate settings.

4. Click OK. It usually takes a few minutes for the targeted computers to report
back their Action status.

The Solaris computer restarts to the new active boot environment.
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Appendix A. Support

For more information about this product, see the following resources:

* |http:/ /pic.dhe.ibm.com/infocenter/tivihelp /v26rl /topic/com.ibm.tem.doc_9.1/ |

welcome / welcome.html|

+ [IBM Endpoint Manager Support site|
+ [IBM Endpoint Manager wikil
* [Knowledge Base

+ [Forums and Communities|
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http://pic.dhe.ibm.com/infocenter/tivihelp/v26r1/topic/com.ibm.tem.doc_9.1/welcome/welcome.html
http://www.ibm.com/support/entry/portal/Overview/Software/Tivoli/Tivoli_Endpoint_Manager
https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?lang=en#/wiki/Tivoli%20Endpoint%20Manager/page/Home
http://www-01.ibm.com/support/docview.wss?uid=swg21584549
http://www.ibm.com/developerworks/forums/category.jspa?categoryID=506
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Appendix B. Frequently asked questions

To better understand Patch Management for Solaris, read the following questions
and answers.

Why does a patch fail, but complete successfully?

Sometimes under specific circumstances, a patch is successfully applied but
the relevance conditions indicate that it is still needed. Check to see if there
are any special circumstances that are associated with the patch, or contact
IBM Software Support.

If a patch fails to install, what should I do?

If a patch fails to install, check to see if you applied the patch to the correct
computers, or run the patch manually by downloading it from the Oracle
website.

Why is there no default action?

You must always test on a testbed before applying the Fixlet or patch.
There can also be multiple actions that are associated with the Fixlet. Be
sure to read the text in the Description tab of the Fixlet before starting the
action.

What are superseded patches?

Superseded patches are older versions of patches that no longer need to be
applied.

How do I handle missing patches?

IBM Endpoint Manager provides all patches except those patches that are
unbundled. Missing patches might be superseded. For recently superseded
content, run Task 13 to allow supersedence evaluation. For information
about older content, contact IBM Software Support.

I already have an Oracle support account, but the plug-in to download patches
still failed. Why is that?

Your Oracle support account must have a valid support identifier to
successfully download patches.

How much space do I need to download and install patches of "Recommended
Patch Clusters" or "Critical Patch Updates" (CPU)?

You must have at least 5 GB of space for the entire process; approximately
2 GB is used to download the file and approximately 3 GB is used to
extract and install the file.

The shal value and the size of the Patch Cluster Fixlets are outdated. Why is
that?

The shal value and the size of the Patch Cluster Fixlet might be outdated
due to the frequent Oracle Recommended Patch Clusters updates. Updated
Fixlets are provided based on the service-level agreement with the patch
vendor.

How do I verify if the download plug-in was registered correctly?
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Run a Fixlet with an action task to verify if the download plug-in is
registered correctly. Verify that the patch download is successful.
Otherwise, you might need to unregister the download plug-in and
register it again.

How do I register a download plug-in? Do I use the register download plug-in
task or the Manage Download Plug-in dashboard?

To register a download plug-in, you must use the Manage Download
Plug-in dashboard in the Patching Support site. Existing register download
plug-in tasks are being deprecated. To learn more about plug-in
registration, see [“Registering the Solaris download plug-in” on page 5|

Note: You must also use the Manage Download Plug-in dashboard to
unregister, configure, and upgrade download plug-ins. The existing
unregister and edit download plug-in tasks are being deprecated. For more
information about the dashboard, see the topic on Manage Download
Plug-ins dashboard in the [[BM Endpoint Manager Information Center]|

I was expecting the password to be obfuscated, but it is still in clear text. Why is
that?

Check that your download plug-in version is earlier than 2.0. If so, you are
still using an old version of the download plug-in that stores credentials in
clear text. To encrypt credentials, upgrade your download plug-in to
version 2.0 or later from the Manage Download plug-ins dashboard in the
Patching Support site.

I'm having problems with the Solaris download plug-in. What should I do?
Locate the plugin.ini file from the C:\Program Files (x86)\BigFix
Enterprise\BES Server\DownloadPlugins\SolarisProtocol directory. Check
and confirm that the configurations are properly set in the plugin.ini file.

What happens when I do not select an inactive boot environment for Activation
before I reboot a computer?

The computer reboots back to the current active boot environment.

I already have the client in some of the boot environments. What happens to
them when I install the client from the Manage Solaris Boot Environment
dashboard?

To find out what happens to those boot environments, see
[Manager client installation behavior” on page 34]

How do I patch boot environments with a baseline?

Use baselines to patch boot environments in the same way that you use
baselines to patch computers.

Can I select multiple boot environments for Live Upgrade on a single machine?

Even if you have more than one inactive boot environment on a Solaris
machine, you can select only one boot environment for Live Upgrade.

I cannot activate multiple boot environments that are on the same machine. Why
is that?

Activating a boot environment makes it bootable on the next reboot of the
system. Also, Solaris machines can have only one running boot
environment at a time.

I selected multiple boot environments for Live Upgrade. Why are some of the
boot environments excluded from the action?
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The boot environments that are excluded from an action might not have
passed the requirements for that action. Each action has its own set of
criteria:

Selecting boot environments for Live Upgrade:
A client must be installed ion the boot environment.

Only one boot environment for each computer can be selected for
Live Upgrade.

Activating boot environments:
A client must be installed in the boot environment.

The boot environment must first be selected for Live Upgrade
before activation.

Only one boot environment for each computer can be activated.

What can I do if an inactive boot environment is selected for Live Upgrade even
if it does not have a client installed? Is this scenario even possible?

Yes, this scenario might occur when the "Enable Solaris Live Upgrade" task
is deployed on a system with only one inactive boot environment. The
task, by default, selects the inactive boot environment for Live Upgrade
without checking the existence of a client. If you encounter this scenario,
you must install the client from the Manage Solaris Boot Environment
dashboard.

Why do I see duplicate computers in the Manage Solaris Boot Environment
dashboard?

Computers have different client IDs. When a computer abruptly goes
offline and comes back on, a new client ID is assigned to the computer.
The console does not recognize the old computer because of its new client
ID. It is suggested that you delete the computer with the oldest report
time. Complete the following steps:

1. Click All Content > Computers.

2. Right-click the computer you want to delete.

3. Click Remove from Database.
What does the Enable Solaris Live Upgrade task do?

When Live Upgrade is enabled, a back-end utility script fetches
information from all the boot environments. The information is saved in a
plain text format, which can be found in /var/opt/BESClient/_ BESData/
_ Global/LUdata.

Where can I find the log files for Live upgrade?

The Live Upgrade log files are in /var/opt/BESC1ient/__BESData/
_ Global/LUdata. The following log files can be used for troubleshooting:

SLU.Tog
To verify that the boot environment was successfully enabled for
Live Upgrade.

restart.log
To verify that the boot environment was successfully activated.

new_package.txt
To verify that the client is already installed in a boot environment.
If the client version is not listed in the file, the client is not
installed.
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What do I do if the active boot environment displays a Null value in the
dashboard?

Run the Enable Solaris Live Upgrade task or Update Boot Environment
Information task, whichever is relevant.

I just switched boot environments, however the new running boot environment
is not reporting to the server. What do I do?

1. Check that the client is installed.

Tip: Run pkginfo |grep BES from the command-line interface to check
whether the client exists in the boot environment.

2. Check that the actionsite.afxm file is in /etc/opt/BESClient/.

3. Check that you can ping the server host name. If you cannot ping the
server host name, edit /etc/hosts and add the IP address and host
name in the file.

Why is it taking so long for the Manage Solaris Boot Environment dashboard to

refresh after an action was taken?
The time delay might be caused by the multiple processes that are running
at the back end. When an action is taken, the utility script gets the changes
from the boot environments and stores the information in a text format.
The client then sends the data to the server. The server gathers the data by
using the analysis, which is read by the dashboard. It usually takes a few
minutes for the targeted computers to report back their Action status to the
dashboard.

How do I create a local Image Packaging System (IPS) package repository?
For information about how to create an Image Packaging System (IPS)
package repository, see the Oracle documentation website at
http:/ /docs.oracle.com|

Where can I get the key and certificate files?
You can obtain both files from the My Oracle Support site. For more
information, see |http://pkg-register.oracle.com}

Are the key and certificate files always in .pem format?
Yes, both files are in .pem format when you download them from the
Oracle Support site. Note: The Solaris Image Packaging System Repository
Management dashboard accepts key and certificate files in .pem format
only.

Should patching Solaris 11 endpoints be done in single-user mode?
Since Live Upgrade is handled by Image Packaging System (IPS), it is not
necessary to ¢o to single-user mode. For more information, see
http:/ /www.oracle.com/technetwork /server-storage /solaris11 /overview /|
solaris-matrix-1549264.htmil

How much space do I need to download and install patches of SRUs?
The space that is needed depends on exactly what is installed on the
system. With the SRU patching, the system finds out the missing packages
on the system and downloads only the relevant files. Important: Expand
the overall cache size for server and relays to downloaded large SRUs to
avoid the "Disk Limited" error. SRUs can be huge, about 2.7 GB per image
file. If you do not expand the cache, the gigantic download might flush out
the existing files in the cache.

Does the existing Live Upgrade offer also work for Solaris 11?

No, unfortunately not. The existing Live Upgrade solution works only for
Solaris 10.
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I am trying to patch my machine, but I have very limited temp space, should I
be concerned?
With Image Packaging System (IPS) in Solaris 11, SRUs are not
downloaded entirely. The system finds out the missing packages on the
system and downloads only the relevant files.

I have a local repository, how do I set it to be used for patching Solaris 11
endpoints?
Use the Solaris Image Packaging System Repository Management
dashboard to set a local repository to be used for patching.

I want to patch a Solaris 11 system with the latest SRU, however, I do not have
any internet connection. What do I do?
You need to have a local repository where you can bring in the latest SRU
image. The endpoint can use that repository instead of connecting internet.

Do I need to run all the tasks to ensure that my local repo is up to date? Or can

I run the task with the latest Support Repository Update (SRU)?
You do not need to install all the SRUs. If you want to keep the endpoints
up-to-date, install the latest SRU. But if a specific SRU is required on an
endpoint, then the repository must host the base repository content and the
SRU that you want the endpoint to upgrade to. For example, if you have
both Solaris 11/11 and 11.1 endpoints, and you want to keep them
up-to-date, then your repository must host the following content:

* Solaris 11 11/11 repo base image + SRU 13.4 (latest SRU)
* Solaris 11 11.1 repo base image + SRU 14.5 (latest SRU)

What is the suggested method to patch SRUs? Is it through a local repo or
through the support site?
Having a local repository helps with the download speed and network
load.

Where can I find the logs for Solaris 11?
The Solaris 11 logs are in /var/opt/BESClient/IPSData/. You can use the
following log files for troubleshooting patches in Solaris 11.

Note: The logs show the latest result of an action from a Fixlet or task.

pkg_set_publisher.log
To verify that the new repository was assigned to an endpoint in
the Solaris Image Packaging System Repository Management
dashboard.

This log file contains the output from the following command:

pkg set-publisher -G '#' -M 'x' -g 'THE_NEW_REPOSITORY_URI' solaris

Example of a successful message in the pkg_set_publisher.log

file:
Startup: Refreshing catalog 'solaris' ... Done
Startup: Caching catalogs ... Done

Example of a failed message in the pkg_set_publisher.log file
due to invalid repo URI:

pkg set-publisher: The origin URIs for 'solaris' do not appear to point to a va
Please verify the repository's Tocation and the client's network configuration.

Additional details:

Unable to contact valid package repository
Encountered the following error(s):
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Unable to contact any configured publishers.

This is Tikely a network configuration problem.

Framework error: code: 6 reason: Couldn't resolve host '10.1.240.299'
URL: 'http://10.1.240.299' (happened 4 times)

update_repo_sru.log
To verify that the repository update task was successful. The log
file contains information about the various actions: extracting
compressed files, mounting images, copying content to the
repository, and rebuilding repository indexes.

Note: The log does not contain any information if the repository
verification fails. The error only displays in the console. You can
check "Show action information..." on the failed computer.

Example of a successful message in the update_repo_sru.Tlog
file:

Archive: _ Download/pl17865983_ 1100 Solaris86-64.zip
inflating: /var/pl17865983_1100_Solaris86-64/readme_11 1 _ 0.html
inflating: /var/pl7865983 1100 Solaris86-64/readme 11 1 14 5 0.txt
inflating: /var/pl17865983_1100_Solaris86-64/s01-11 1 14 5 0-incr-repo.iso
sending incremental file 1list

4.5
475

<STATUS DURING COPYING REPOSITORY CONTENT>

sent 3004537729 bytes received 1989315 bytes 3418450.31 bytes/sec
total size is 2994859457 speedup is 1.00
Initiating repository rebuild.

pkg_update_entire.log
To verify that the endpoint was updated with the specified SRU.
This log file contains the output from the following command:

pkg update entire®PACKAGE_VERSION_FOR_THAT_SRU

Example of a successful message in the pkg_update_entire.log

file:

Startup: Refreshing catalog 'solaris' ... Done
Startup: Caching catalogs ... Done

Planning: Solver setup ... Done

PTanning: Running solver ... Done

Planning: Finding local manifests ... Done

Planning: Fetching manifests: 0/178 0% complete

Planning: Fetching manifests: 100/178 56% complete

Planning: Fetching manifests: 178/178 100% complete

Planning: Package planning ... Done

Planning: Merging actions ... Done

Planning: Checking for conflicting actions ... Done

PTanning: Consolidating action changes ... Done

Planning: Evaluating mediators ... Done

Planning: Planning completed in 41.85 seconds
Packages to remove: 1

Packages to install: 3
Packages to update: 175
Mediators to change: 1

Create boot environment: Yes
Create backup boot environment: No

Download: 0/10018 items 0.0/328.8MB 0% complete

Download: 253/10018 items 15.3/328.8MB 4% complete (3.4M/s)
Download: 650/10018 items 31.4/328.8MB 9% complete (3.2M/s)
Download: 1302/10018 items 48.3/328.8MB 14% complete (3.2M/s)
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Download: 1661/10018 items 117.2/328.8MB 35% complete (8.6M/s)
Download: 2426/10018 items 162.2/328.8MB 49% complete (11.4M/s)
Download: 3796/10018 items 178.1/328.8MB 54% complete (6.1M/s)
Download: 4630/10018 items 216.7/328.8MB 65% complete (5.4M/s)
Download: 6154/10018 items 243.6/328.8MB 74% complete (6.5M/s)
Download: 7938/10018 items 257.2/328.8MB 78% complete (4.1M/s)
Download: 9311/10018 items 310.0/328.8MB 94% complete (6.6M/s)
Download: Completed 328.80 MB in 54.30 seconds (6.0M/s)

Example of a failed message in the pkg_update_entire.log file
that is due to unavailable SRU content in the repository:

Startup: Refreshing catalog 'solaris' ... Done
pkg update: 'entire@0.5.11-0.175.1.1.0.4.0' matches no installed packages
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Notices

This information was developed for products and services that are offered in the
USA.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785
United States of America

For license inquiries regarding double-byte character set (DBCS) information,
contact the IBM Intellectual Property Department in your country or send
inquiries, in writing, to:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for
convenience only and do not in any manner serve as an endorsement of those
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websites. The materials at those websites are not part of the materials for this IBM
product and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation
274A/101

11400 Burnet Road
Austin, TX 78758 U.S.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

All IBM prices shown are IBM's suggested retail prices, are current and are subject
to change without notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to
change before the products described become available.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.
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This information contains sample application programs in source language, which
illustrate programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating
platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs. The sample
programs are provided "AS IS", without warranty of any kind. IBM shall not be
liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work, must
include a copyright notice as follows:

Portions of this code are derived from IBM Corp. Sample Programs.

© Copyright IBM Corp. _enter the year or years_. All rights reserved.

Programming interface information

Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies.
A current list of IBM trademarks is available on the web at [www.ibm.com /legal /|
fcopytrade.shtml|

Adobe, Acrobat, PostScript and all Adobe-based trademarks are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,
other countries, or both.

IT Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency which is now part of the Office of Government
Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo,
Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or
registered trademarks of Intel Corporation or its subsidiaries in the United States
and other countries.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of The
Minister for the Cabinet Office, and is registered in the U.S. Patent and Trademark
Office.

UNIX is a registered trademark of The Open Group in the United States and other
countries.
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Java™ and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the
United States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are
trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

Terms and conditions for product documentation
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Permissions for the use of these publications are granted subject to the following
terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the IBM
website.

Personal use

You may reproduce these publications for your personal, noncommercial use
provided that all proprietary notices are preserved. You may not distribute, display
or make derivative work of these publications, or any portion thereof, without the
express consent of IBM.

Commercial use

You may reproduce, distribute and display these publications solely within your
enterprise provided that all proprietary notices are preserved. You may not make
derivative works of these publications, or reproduce, distribute or display these
publications or any portion thereof outside your enterprise, without the express
consent of IBM.

Rights

Except as expressly granted in this permission, no other permissions, licenses or
rights are granted, either express or implied, to the publications or any
information, data, software or other intellectual property contained therein.

IBM reserves the right to withdraw the permissions granted herein whenever, in its
discretion, the use of the publications is detrimental to its interest or, as
determined by IBM, the above instructions are not being properly followed.

You may not download, export or re-export this information except in full
compliance with all applicable laws and regulations, including all United States
export laws and regulations.

IBM MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE
PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING
BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY,
NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.
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